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Privacy, Terrorism and the Rights of a Journalist 

Since 9/11, there has been a push towards finding and stopping any type of terrorist 

activity in the United States.  Methods that have been used by the federal government in the past 

have included but have not been limited to:  phone tapping; reading of personal e-mails; analysis 

of financial records; analysis of online purchases (Moscoso & Edmonson, 2003).  The list and 

methods continues to grow (Klein & Savage, 2006) and the average American is torn between 

their right to privacy and their right to live in a country that is free from fear.  Journalists have 

been highly impacted by the events of 9/11 and practices that have been in place for decades are 

now being questioned and looked at more closely by the government.  What areas of a 

journalist’s research and writing is being targeted by the government in their effort to find 

terrorists and other people of interest who could are viewed as a threat to national security?  It 

should not matter as journalists have the right to keep their confidential sources confidential 

when attempting to deliver the news to the public audience. 

 Both sides of the argument has been researched when it comes to how deep the 

government has the right to dig when it comes to searching for terrorist activities before 

encroaching on the rights of journalists and their confidential sources.  Newspaper discussions on 

the current “shield” laws were considered as well as research papers that have been written by 

journalists on both sides of the issue.  This is not a new issue and research has discovered that 

journalists have been dealing with issues of confidentiality as far back as World War I 

(Sbardellati, 2008).  All of this information when put together is painting a rather interesting 

picture of both sides of the research. 

 Journalists have long enjoyed the freedom of being able to protect their confidential 

sources, no matter who they are or what they may be involved in.  Since 9/11, however, this 
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freedom has come under fire in the government’s attempt to find terrorists and other persons of 

interest who may a threat to national security (“A Solid Shield”, 2007).  It has been debated over 

and over again that journalists should be forced to reveal their sources since the terrorist attacks, 

however, the government and the states still seem to be at a standstill on this issue. 

 Before the right to privacy and confidentiality can be discussed when it comes to 

journalism, who is considered a journalist must be defined.  This is important because this issue 

may not cover people who claim they are journalists.  Congress has been defining a journalist as 

just about anyone who writes – from bloggers to teens with MySpace pages – but this broad 

definition has been changed to include  the stipulation that a journalist is someone who writes for 

“financial gain or livelihood” (“A Solid Shield”, 2007).  This means that according to the law, a 

journalist is someone who is paid to write and that can include freelance writers, college writers 

and bloggers who receive some type of compensation for their work. 

 Journalists have long been considered the watchdogs of the government and the method 

in which the American people have been able to get current, substantive news.  The American 

public expects journalists to provide them with the news and information they seek in a timely 

manner and they are uninterested in how the reporter obtained the information as long as it is 

accurate (Rutten, 2006).  However, where should the line be crossed when reporting the news the 

public wishes to have becomes an exercise in national security?  Currently this line has been 

drawn and erased numerous times and a final decision about confidentiality, terrorism and the 

journalist’s right to privacy must be addressed and decided on once and for all.  

 After 9/11, it was agreed by Congress that some type of “shield” be put into place to 

protect journalists (“A Solid Shield”, 2007).  By 2008, that shield had been put into place by 49 

states (Pincus, 2008) protecting journalists from having to reveal their sources even if national 
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security was at risk.  However, the Senate decided in 2008 to put together their own version of 

the state’s law, called the Free Flow of Information Act (Pincus, 2008).  This law goes into 

specific terms about when a journalist’s privacy could be comprised by the courts in order to 

protect national security.   

 How exactly does the Senate determine when information must be given up by a 

journalist?  Leaving the decision to a federal judge, the judge must determine if “possible death, 

kidnapping, or substantial bodily harm is involved, or when a possible terrorist act could be 

prevented” (Pincus, 2008).  If the judge feels that these situations are plausible in the case he/she 

is presiding over and a journalist is involved, then he/she can force a journalist to reveal their 

sources.  But journalists argue that by forcing them to reveal their sources they could be denying 

the American public the news and information – news that is in the public’s interest – that is 

expected of them (Des Rosiers, 2010).  Additionally, if sources fear that their identity will be 

revealed, possibly putting them in danger of repercussions, they will no longer talk openly to a 

journalist (Kaufman, 2010). 

 When discussing privacy and terrorism, one can take a look at America’s past to see how 

other professions were scrutinized.  For example, during the height of the ‘red scare’ in the 

United States, the FBI ran secret operations in Hollywood looking for anyone who might have 

been a communist or sympathetic with the communist regime (Sbardellati, 2008) therefore 

becoming threats to national security.  Additionally, it is common knowledge that any American 

of Japanese descent was imprisoned in camps during World War II in an effort to stave off any 

type of threat to national security.  These are two examples of the United States trying to stop 

terrorism before it can even be started.  Attempting to do the same with a journalist’s right to 

protect their sources and privacy is simply the most current route they are taking. 
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 In an effort to help journalists fulfill their role as the government’s watchdog and provide 

news that is in the public’s interest, a line was added to the Free Flow of Information Act that not 

only protected a journalist’s face-to-face meetings with sources, but also the phone and e-mail 

records of the journalist that are held by a third-party provider, such as Verizon or Comcast 

(“Lawmakers agree”, 2009). This is an extremely valid point that needs to be addressed simply 

because of the ways the government has been trying to ferret out possible terrorists and threats to 

national security.  If the government attempts to get information regarding a journalist’s phone 

calls or e-mails, they will have to prove in court first that the information is vital to national 

security before the records can be demanded. 

Journalists in the United States are not the only ones that are being targeted by their 

governments when it comes to pressure to reveal sources.  According to a report issued by the 

International Federation of Journalists (White, 2002), journalists from other countries are also 

being scrutinized and made to feel as if the 9/11 attack was enough of an excuse to have their 

government shut down the way they collected information and reported the news.  An example 

of this took place in Australia where a journalist who received leaked information could receive 

up to two years of jail time (p. 3).  The European Union attempted to redefine the word 

“terrorism” so that public protests were considered terrorist acts and give the governments of the 

member nations the right to snoop into people’s e-mails, telephone calls, faxes and Internet usage 

(p. 6).   

At this point, the question now becomes where does it stop?  Where do the civil liberties 

of journalists end in the war against terror? 

The answer to these questions is not black and white.  Journalists are faced with having to 

decide how much news they should report and whether or not “the public’s right to know 
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outweigh secrecy and security” (Kulman, Newman & Mazzetti, 2001).  Additionally, journalists 

are trained to report on a balanced story, to review both sides of the issue and to provide their 

readers with an unbiased story.  If they fear using information from a confidential source, then 

they will not be able to provide their readers with the information they are seeking.  It has come 

down to a question of blowing the whistle on someone who spoke to them in confidence or 

pulling the wool over the public’s eyes in order to keep from spending time in jail for something 

that may or may not really be an issue. 

Another point that must be made in this issue is the content of the news report itself.  

There are conflicting opinions on whether or not a journalist should report on a perceived 

weakness in the government or emergency services during a terrorist attack of any kind, such as 

a bioterrorism attack (Meyer, 2006).  The idea behind keeping this information secret is that 

terrorists could easily get this information and use this perceived weakness against the United 

States.  Does this mean that a journalist who reports the situation surrounding, for example, a 

bioterrorism attack to the public is aiding and abetting a terrorist and should be incarcerated as a 

threat to national security?  While this has not happened, it is something to be seriously 

considered as it could be the next step in terrorist prevention. 

Journalists have a lot of precedence they can still fall back on when it comes to protecting 

their privacy and that of their sources.  First, there has been little conclusive proof that snooping 

on the citizens of the United States, journalists included, will yield anyone that is considered a 

threat to national security (Wallack, 2001).  This type of electronic surveillance has the potential 

to weaken existing firewall structures and this will allow hackers to gain access to personal 

information as well as a way to launch a cyber attack on the United States that could, for all 

intents and purposes, never be traced back to the culprit (Wallack, 2001).  In this regard, the 
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government does need to consider whether or not invading the privacy of a journalist and other 

individuals to reveal a single potential threat is worth the risk to the structure of the Internet and 

the World Wide Web. 

Second, there are still privacy laws on the books that can be used by a savvy lawyer to 

protect their journalist client and the journalist’s confidential sources from being revealed 

(“Privacy Overview, 2003).  Most of the things the government has threatened to do – wire taps, 

e-mail raids, Internet website usage, etc. – must be initiated through the use of a warrant or a 

subpoena and probable cause must be stated clearly. 

The privacy of a journalist is still sacred even though the government is pushing to 

enforce harsher laws about the revelation of confidential sources in the event of national security 

issues.  Laws that are already in place will make it harder for the government to force a journalist 

to tell them where their information came from.  Additionally, the threat of incarceration is moot 

where journalists are concerned.  Already some have proven that the confidentiality of a source 

is worth more to them than giving up someone that may or not be a terrorist.   

At this point in time, the best way for a journalist to ensure that their confidential sources 

remain confidential is to support laws like the shield law that protect journalists and the news 

that they report at all costs.  The only way the American public will continue to get the 

information they need regarding terrorist attacks, hurricanes, bioterrorism, serial killers, wars, 

and other top breaking news stories is to allow the journalists to gather the information from their 

sources and to stop worrying that every single person who talks to a reporter is a threat to 

national security. 
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